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1. Odtuue roflor(eHrlq
1.1 HasHarreHrre AoKYMeHTa

1.1.1 floloxreuue rIO OpI-aHI{3aUI{I{ Vr npoBeAeHlIIO pa6or IIo o6ecneqeHuro

6e:onacuocrll [epco'anbHbrx AaHHbrx ilpr4 r{x o6pa6orxe n rausopMarlr4oHHbrx cr4creMax

nepcoHanbHbtx AaHHbIX (4anee llonoxenrae) olpeAenteT co'4epxaHl{e v rrop{AoK

ocyuecrBJreHllf, Mepoupr4 stui.t no 3aurr4Te nepcoHaJrbHbrx AaHHbrx B ynpaBneHl4l4

u.r.prnupzn PocroecKoft o6lacru (.ua"Iree - Yupex4enun)'

1.1.2 Hacrosulee IloloxeHrre paapa6oraHo B coorBercrBvrtr c rocraHoBJleHrreM

frpannrerbcrBa p(D or 01.11.2012 Jrfs 1119 <06 yreepxAeHr4r4 rpe6oeauwir, x 3aurr'rre

frepcoHanbHLrx /{aHHbrx npr4 llx oSpa6orr<e n uu$opMaIII4OHHbIX CplCTeMaX nepaoHaxbHblx

AaHHbrx)), H llOloxeHr4eNr o6 o6pa6oTKe [epcoHaJIbHbIX AaHHbIX e Yupex4eHI4I4'

1.1.3 I-{elr floloNe HVfl - pefynl4poBaHl4e pa6or no 3aull4re IIepcoH€uIbHbIX AaHHbIX

u o6ecneqeHHe syHxrlnoHHpOBaHI4r raHsopuaqnouuofi cHcTeMbI IIepcoHaJIbHbIX AaHHbIX

yupeN4eu'r B cooTBerc TBLI1T c rpe6oBaH;2.fl]y1I- 4eficrnyrollero Se4epalrHoro

3aKOHOAaTeJrbcTBa s oSracru rausopnaaquoHHOfi 6eSOUaCHocTI{'

flepcoHanbHblx AaHHbIX.

l.Z.ZBce pa6orHurn YupeN4euux, AonyqeHHble K pa6ore c nepcoHanbHblMl4

AaHHbrMr4, B o6ssarerbHoM rropflAKe AoJrxHbr 6r'r o3HaKoMJIeHbI c HacrotIqI'IM

lloloxeul4eM rloA rloAnncb.

1.3 BcryuJreHlre B cnJry AoKyMeHTa

1.3.1 Hacrosulee llonoxeHr{e Bcrynaer B cl4ny c MOMeHTa efo yTBeplK4eEr4fl' V\

4eficreyer 6eccpouHo Ao 3aMeHbI ero HoBbIu lloloNeHr{eM'

1.3.2 Bce r43MeHeHr4r s l[onoxeHl4e BHocflrcs rIpI4Ka3oM Har{€ulbHr{Ka ynpaBJIeHHs

Berepr4Hapuil Pocroecrofi o6lacril c.H. KapraIUOBbIM.

2. OPrauu3alrrt{ 14

nepCOHad'I['H[,IX AaHH['IX

IIepcoHaJrbHblx AaHHbIX
2. 1 ll"rraunpoBaHIre Pa6or n o o6ecneqeHl{Io 6esonacHocrlr rrepcoHaJIbHblx

AaHHbIX
2.I) B qelsx r4cnorHeHr{f, HaCTOf,UIefo llo:roNeril4fl orBercrseHHSrfi 3a 3auII'ITy

IIA n aAMr4Hr40rparop 6egOnacHocrll cocraBJlfler IIJIaH pa6or no o6ecueqeHl'In

6 es onacHocTl4 II ep coHanbHblx AaHHbIX, o 6p a6 argBaeMblx n YupeN4 e674t1'

llponoguuHe n YvpeN aeilpI]| Meponpll{Tw{ IIO OSecneqesuro 6esouacHocTl'I

frepcoHaJrbHbrx AaHHbrx yr{I4TbIBaIOTCt B nJIaHe Mepolpl4{rzfi no 3aql4Te [epcoH€uIbHbIX

AaHHbIX n VuPeN4elr.lnla.

2.2BwnoJIHeHIIepa6ornoo6ecnelleHIII06esouacuocTll[epcoHaJlbHblx

1.2 O1,r.aclu AeficrBuq AoKYMeHTa

I.2.1 fefrcrnue |loloxeuvfl paailpocrpaHtercr Ha

[epcoHaJIbHbIX AaHHbIX YvpeN,qeuur' B Koropblx

AAIIHbIX
2.2.I B qeJrqx opraHl43aI\uvr 14 npoBeAeHl4't

[epcoHanbHbIX AaHHIIX B Vvpex4eHra.u

Berepr'IHapun Pocroscrofi o6lacru'
Ha3Haqalorct:

ranSopuaqr{oHHble cl{creMbl

ocyqecrBJlflercf, o6Pa6oma

rrpoBeAeHrre pa6or rro o6ecne.reHIIK) 6esonacHocTlI

np" rrx o6pa6orrce B uH$op*raIIHoHHblx cl{creMax

pa6or uo o6ecner{eHl4lo 6esonacHocrl{

ilpHKa3OM Har{arbHl4Ka ynpaBneHI4t



_ III4uo, oTBeTcTBeHHoe 3a IIpoBeAeHI,Ie Mepo[pl4 flTui^ rlo o6ecueqerrraro

6egonacHocTtl [epcoHaJIbHbIX AaHHrIX 14 noAAepXaHvIe seo6xoAuMoro ypoBHs

r4HSopMaIII4oHHoiI 6esouacHocrn ;

- ailMvrilr4crparop I4H$OpMaIII4OHHOfi 6egonacuocTl4' OrBercTBeHHbIfr 3a ycTaHoBKy',

HacrpoirKy ra o6cryxuBaHr4e cpe4crn 3axlr4rbr uusopvrar\tr^\ rrpvrMeHfleMbrx B y'{pexneH*vr

Anq o6ecneqeHuq 6e:onacuoc'r lepcoHanbHbrx AaHHbIX, a raK^e 3a opraHI43aIII{rc v

npoBeAeHue uHcrpyKra)Ka pa6orurar<oB IIO OCHOBaM UUsOprtaquonuofi 6esonacHocTl4 npl4

pa6ore c [epcoHaJIbHbIMI{ AaHHIIMI{;

- KOMr4CCr4[ [o npoBeAeH[IO KJla0Qrasraraqzu ran$opvtalluoHHblx CI4CTeM "

2.2.2yra:asuuenlIqaorBercrBeHHbr3anpoBeAeHI'Iecne,4yroulllxn'repoupuxrrafi
noo6ecleqeHl4lo6eaonacgocTl4[epcoHaIIbHbIXAaHHbIX:

- onpeAeJieHr4e kI otII4eAHne ruQopMaIII{OHHblx CIICTeM nepcoHaJIbHbIX AaHHbIX;

- KJracoll$raxaqnro nu$opvraulloHHblx CI4CTeM [epcoHanbHblx AaHHbIX;

_ onpeAeJleHi4e aKTyaJIbHbIX yfpo3 6esonacHocTH nepcoHanbHblx AaHHbIX;

-ilpoeKTI{poBaHI,IecI4cTeMbI3aUII{TbIIlepcoHaJlbHblxAaHHbIX'BKnloqarcluefr
opfaHr43aUrroHHbre, $u:uuecKl,le u TexHI4qecKI4e Mepbl 14 CpeAcTBa 3auII4TbI;

- 3aKyIIKy, ycTaHoBKy pI rracrpofir<y TeXHI,II{ecKI,IX cpeAcTB 3auurlr rarrsopMalll4H;

- BHeApeHr4e opfaHI43aIILIOHHbIX Mep u pazpa6olKy cooTBeTCTByIOqZX pefnaMeHTOB

u noloNeunfi;
- r4HCTpyKralK ra o6yueulle JII4U' KOTOpbIe 6yayr ucIIoJIb3OBaTb cpeAcTBa 3auLlTbI

nn$opruaquu'
2.2.3 Ha.{arEHUKr{ OTA.JIOB, B KOTOp'IX [poI4CXOArar oSpa6oTKa IIepcoHalIbHbIX

AaHHbIX' flBI'IoTcq JII,IIIaMI4' oTBeTcTBeHHbIMII :a co6ruoAeHl4e rpeSonaurafi floloNelFlnfl'

o6 o6pa6orre [epcoHanbHblx AaHHbIX V Apyfl4x ycTaHOBneHHbIX B vupex4euuu

rpe6oeaHHfr.
2.2.4 [rrr o6ec,,eqeHu{ 6esouacHocTl,I nepcoHaJIbHbIX AaHHbIX n YupeNAe.HI{v|

npl4MeHfl rorcf, cneAyro url4e Mepbl 6 e:onacuoarl4 :

- opraHl43aul4oHHble Mepbl SegonacHocrl{:

o r,rHCTplKTax paSoruuron IIO [paBHnaM OSecne'IeHl4q 6esonacuocTl4

o6paSauBaeMblx nepcoHaJIbHbIX AaHHIIX;

o}I{eTt4XpaHeHI4ec:beMHbIXrrocurelefiraH$opuaqrauv]^nopf,AoKI/!x
o6pau1eHl4fl'I4cKJIroqaroUIEeXI{xIeHI{e,IIoAMeHyI4yHI4aIToXeHHe;

o MOHHTOpIIHf vr peafupoB aHVIe Ha I4HIII{AeHTbI raHsOprraauuounofr

6esonacHocr,, cBfl3aHHbre c nepcoHanbHblMl{ AaHHbIMI{, BKJIIoqafl rIpoBeAeHI4e

BHyTpe HHI4X npoBepox, p as5l4p aTenbcTB I{ co cTaBJIeHI4e sarrroueuiafr ;

o ,ocroflsurrft noirfonu 3a co6*oAenneu rpe6oeanrfi ro o6ecneqennro

6esouacHocTt4 nepcoHaJibHblx lu"nur" (peanrz:yeTcfl [yTeM BHyTp.HHI4X ayAI4TOB);

- Mepblo 

3ffru;.'T::ffitffi""soearerefi B noMerrreHr.{q, rAe pa3MeIIdeHbI

TexHur{ecKne cpeAcrBa, rro3BoJ'ronrr4e ocyurecrBnflTr o6pa6orKy nepcoHaJIbHbIX

AaHHbIX, a raKx(e xpaH{Tct HocureJII4 nHSopuaquu'

|lprarasouHal{aJIbHI{KaIIpoBoAflTcflcneAy}oqueopfaHI43aIII{oHHo-TeXHI4qecKI4e
MepoIIplltrr{fl:

o lCTeH?BJII4BaeTCfl

[oMelrleHuit c orPaHIlqeHHbIM

KoHTponl4pyenr'ar 3OHa, BBOAflTCfl B Aeficrsue cTII4COK

AOCTyTI0M I',\ CTII4COK JII4II' I4MeToIIIHX rlpaBo IIOCeIIaTb

a



noMeuleHr4q Yvpex4eHI{r c ofpaHnqeHHblM AOCTyIIOM' Jlnqa' He I4MeIO[IHe npaBa

caMocrorreJrbHoro Aocryfla B rroMeure."."fl., B ToM rrrrcJre odecleql4Baroque rexHl'IqecKoe H

6rrroeoe o6cnyxran aHrle (y5oprcy, peMoHT O6Opy.uonaHlfi' pI rexHl'IqecKltx cpe4cre)' uplr

Harrkron- Heo6xo4uMocrlr Moryr noce[Iarb rloMelrreHr{f, B corlpoBox4eHr4r4

OTBETCTBEHHbIX NI4II;

op€BMeIIIeHHeTeXHI4I{ecKI4Xcpe,4cTB,IIO3BOJIf,IOIIIHXocyilIecTBJlqTb
o6p a6 orr<y [epcoHaJIbHbIX AaHHbIX' B npeAenax oxp aHgeMoft reppuT opny|;

o opft}Hv'aI\\|f, $uezuecxofi gaulurbl noMeIIIertuit u co6crseHHo TeXH!II{ecKI4X

cpeAcTB, rro3tsoJrf,rorrlr4x ocyuecTBrqTb o6pa6orry nepcoHaJIbHbIX AaHHrIX;

- TexHI{a{ecKI{e Mepbl 6esonacHocrlr:

o pa3rpaHnqeHHe Aocryna rroJlb3oBarenefi u o6cnyNl4BaroilIero nepcoHaJla K

raHQopruarllroHHbrM pecypcaM, IIporpaMMHbIM cpe.{crBaM o6pa6orxra (nepe4aun) r'r

3 a[II4rbI r,ru S oPrta r\r4Lr ;

o perlaOTpa\L4fr

KOHTpOnb AOCryfIa w

nocTopoHHIrX nuu;
TexHl4riecKux cpeAcrB' gy6lraponaHlre MaccI4BOB Vo Pe3ePBuPoBaHIIe

Hocr,rreJlefi v u $ opru a\vv;
oI4CIIoJIb3oBaHI4e3aUII4IIIeHHbIXKaHaJIoBcB'3I4;
onpeiloTBpa[{eHr,reBHeApeH:|-tfl.eran$opMaIII{OHHbIecI4cTeMbIBpeAoHOCHbIX

rrporpaMM (nporp auM - Bl4pycon) n nporpaMMHbIX 3 aKJIaAoK'

2.2.5 pevosruo-BoccraHou"r.ni"ue pa6orbl TexHI4r{ecKI4x cpeAcrB o6pa6orrcn

r,rnQopvaql4pl npoBoAsrcfl aAMl4HllcrparopoM 5t'ottut"ocru' B clyuae ueo6xo4HMocTII

peMoHT TeXHHT{ecKnx CpeAcTB MOX9T 6ltm npoBeAeH c [puBner{eHl4eM CTOpOHHI{X

cfrerrr{aJrr{croB Ha AOfOBOpHoft ocuoee c cocraBJreHr4eM aKTOB BbrrroJrHeHU'X pa6or'

2.3 Kourponr BT,IIIOJIHeHI{fl pa6or IIo o6ecneqeHIIIO 6esonacHocTll

IIepcoHaJIbHbIX AaHHbIX
2.3.1 Kourponr, BbIIIOIHeHIIq pa6or IIO O6ecne'{eHI4IO 6esonacHOCTI4

nepcoHaJrbHbrx lurrn"r* n Yupex I\eHVV (Aanee - KoHrponr) ocy'IecrBJlf,erctr IIyreM

rpoBeAeHnfl nepuoAr4rrecKrrx KoHrponbHbIX rteponpizlrufi (n paMKax BHyTpeHHI4X

ayArrToB) 14 BHyTpeHHr4X npoBepoK IIO $ar<rau npou3oIxeAIIII4X I4HUI4AeHroB

un$opnraqraonsofi 6e:onacsocrl4'
2.3 .2 B patfl<ax [poBeAeHI{s KOHTpOJIbHbIX Meponpl4 situi't BbIIIOJIHflIOTCS :

[poBepKaHaJII{!{Hfl]|-aKTyaJIbHocTI4IIJIaHOB'pefIIcTpaIII4oHHbIXxypHaJIoB'
aKToB,AofoBopoB'oTqeToB'IIpoToKoJIoB14ApyfI4XcBI4AeTeJIbcTBBbIIIoJIHeHI4f,
nreponprarrufr fro oSecne.{eHnro 6egonacHocTl{ IIepcoHanbHbIX AaHHbIX 3A ncre.uufr

repnoA; _.^^A^-^,,
[poBepKa ocBeAoMneHHocTi'I V co6lro4eHua llepcoHanoM rpe6onaHufr K

o6ecne'IeHurc 5 es o[acHocrll IrepcoHaJIbHbIX'4aHHbIX ;

npoBepKacooTBeTc.tBDflnepel{HqJIHIIIKoTopbIMnpeAocTaBJIeHAocTynK
nepcoHanbHblM AaHHbIM' SarrnuecKoMy cocrotHl{Io;

npoBepKa HaJru.!{wfl. H r4cnpaBHocrr4 SynrcqraoHzpoBaHl4tr TexHI4rIecKI4x cpeAcrB

3arlr4Tbr ,"6opru rryv, v)fronb3yeMblx AIq o6ecneqeHuq 6e:olacHocTl4 IIepCoHanbHbIX

AaHH6IX, B cOoTBeTc TB1a1 c rpe6o BaH'lflMI 3KcnnyaTaqEougofi V rexUia'IeCxOfr

AOKyMeHrar\w; 
a

Aefic]jeufi, Iroirb3oBarelefi 14 o6cnyNuBarotuero [epcoHaJla'

lLefi(']sui4, rroJrb3oBaTelefi, o6cnyNuBaloIlefo llepcoHana 14



IrHcTpyMeHTaIbHaqnpoBepKacooTBeTcTBuflHacTpoeKTeXHIIqecKHXcpeAcTB
3arrrr4Tbr IIHoOpMarlr4H Tpe6oBaHr4{M K o6ecueqenuro 6esouacHocrr4 [epcoH€LlbHbIX

AaHHL'rx (npn Heo6xoAnvocrra);
npoBepKa cooTBeTCTB]Zs. tr,toAelefi yfpo3 ilnfl rauQopuaIIIroHHbIX CI4CTeM

rr epc oHanbHbIX AaHHrIX y cnoBllxM Syu rqraoHI4pOBaHIIf AaHHrIX cI4cTeM ;

[poBepKa coorBero-tB:as. opraHlr3al-Il4oHHo-pacnopf,AuTenbHoft AoKyMeHTar\r4pr

no o6ecneqeHr*o 6esonacHocrn [epcoHaJrbHbrM AaHHrIX 4eficrnyroql'IM rpe6oearuram

3aKoHoAareJrbcrBa P(D, pyroBoAflrldllx AoKyMeHrOe @cE Poccuu, ocTSK Poccura'

2.3.3 Bce.o6punrur" B XoAe npoBeAeHl4q KOHrpOnbHbIX wreponpraarraft

cBr4AereJrbcrBa vr cAenaHHbre ,,o vx pe3ynbraraM 3aKJrroqeHr4{ Aonx{HbI 6urr

:aSrarcrapoBaHbI AoKyMeHraJIbHo.
2.3.4 KoHrponbHbre Mepoflpl{flrlIfl IIpOBOAxTCq KaK [epI4oAI4rIeCKI4 B

coorBercrBr4r4 c nJraHoM Lt nporpalruofi ayl.i/Ta, TaK v BHeIrJIaHoBo tlo peIxeHI4Io

HaqaJrbHr4Ka n B cnyr{ae Bo3HrrKHoBelr4fl.I4HUI4AeHTon uuQopMaIII4oHHoft 6esouacHocr}I'

2.3.5 Buyrpeuur4e rrpoBepKrl B vupeX.4e[Vpr B o6qgarerbHoM rlop{AKe [poBoAqrct

B cnyqae BrI{BJIeHI4I cneAylorqrlx Sarroe:
- HapymeHue rouou4eHqrraJrbHocrr4, rleJrocrHocrl4, AocryrrHocrl4 rlepcoHanbHblx

AaHHbIX;

- x€urarHoarb v HecodruoAeHr4e rpe6onanufi K o6ecne'{eHuro 6esonacuocrr4

fiepcoHaJIbHE'IX AaHHblx;
Heco 6nroAeHr4e yclonufi xp aHeHr4q Hoc I,ITeJIe ft nepcouaJlbHblx AaHHbIX;

- ncrroJrb3oBaHr4e cpeAcTts 3aqr4Tbl rauQopvralJ]1|Zj KOTOpbIe MOfyT npI4BeCTI4 K

HapyrxeHl4ro 3aAaHHoro ypoBHf, 6egouacHocrrr

(ronsHaeHrlr4anbHocrr/qelocrHocrr/gocrynnocrr) [epcoHaJIbHbIX AaHHbIX I4nU ApyfI4M

HapyrueH vfl]M, TI?1IBOAgIIILIM K CHUXeHI4IO ypoBHq 3a[]HIIeHHOCTI4 nepcoHanbHblx AaHHbIX'

2.3.63aAa\aMVBHyTpeHHefinpoeepKl{trBn'IfoTcf,:
- ycraHoBJreHye o6crogreJibcrB HapylxeHuq, B ToM rrlrcJle BpeMeHI4' Mecra 14

cnoco6a ero coBeprueHl4f, ;

_ ycTaHoBjIeHI4e JII,III, HeIIocpeAcTBeHHo BI4HOBHbIX B,4aHHoM HapyIxeHIII4;

- BbpBJreHue npuqv:p vyclonufi, cnoco6crBoBaBIIIUX HapyneHI4IO'

2.4 coneprueHcrBoBaHHe CrrCTeM[,I 3auIIrr['I IIepcoHarbHllx AaHHI'IX

2.4.1 ENeroAuo orBercrBenurrfr 3a 3aull{ry rIepcoHaJIbHbIX AaHHbIX

[peAocraBJuer HarrarbHuKy orrrer o rrpoAenaHHblx Meponpl4flTVrflX rIO BbITIOJIHeHI',IIO

.rnuru pa6or uo o6ecnerreHr4ro 6esonacHocrr4 rrepcoH€LIIbHbIX AaHHbIX BMeCTe c neper{HeM

npeAnoxeuufi no coBepureHcTBoBaHr4ro c?IcTeMbI 3aIIII4Tbl nepcoHaIIbHbIX AaHHbIX'

2.4.2 Ha ocHoBaHr{r4 perxeHufl HaqaJIbHI'IKa oilpeAen-f,erc-fi Heo6xoAnMOCTb

peaJrr43arrr4r4 Meponpuxrufi no coBeprrreHcrBoBaHr{Io cl{creMbl 3aIrII4TbI [epcoH€uIbHbIX

AaHHIIX, Koropafl Moxer 6uru o6ycloueHa:
_pe3ynbTaTaMl4tIpoBeAeHHbIXayAI,IToBI,IKoHTpoJIbHbIX
_ r{3MeHeHuflMV Qe4epalrHofo 3aKOHOAaTeJIbCTBa B

MeponpI4{TI4Ir;

o5racru trePcoHaJIbHbIX

AAHHbIX;

- H3MeHe HvrflMr4 CTpyKrypbr rrpoueccoB .o6pa6orrra [epcoHaJlbHb]x AaHHbIX B

[eHcHoHHou QoH4e;

- pe3ynb'r aT aMI4 aHarra3a HHIIuIAeHTon I'ruS opMaIIHoHHo fi 6 esonacHgcTl'1 ;

5



- pe3ynbraraMlI Mepoflpl4flTLrft IIo KoHTponrc v HaA3opy 3a

nepcoHaJIbHbIXAaHHbIX'npoBoAIrMbIXyilonHoMoIIeHHbIMopraHoM;

o6pa6orr<ofr

_ Na.no6 14 3arrpocon cy6lerroB nepcoHaJIbHbIX AaHHbIX.

2.4.3 fro pe3ynbraraM paCCMOTpeHr4fl. elr(efoAHofo orqera vr ilpeAno)Kerruir flo

coBeprxeHQTBOBaHr.Iro cIrcTeMbI 3atuIITbI nepcoHaJIbHbIX AaHHbIX, OTBeTcTBeggrtfi 3a

3arqr4Ty [epcoHanbHbrx AaHHbrx aoaraBJlter nJIaH pa6or no o6ecner{eHrr}o 6egonacHocrl4

nepconaJrbHbrx AaHHbrx, o6pa6artrBaeMblx n Yupex4eHv:r4, Ha CneAyrgrqufr roA'
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